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Abstract

Attack resistance has been a critical concern for
security-related applications. Various side-channel attacks
can be launched to retrieve security information such as en-
cryption key. Prior work does not consider the presence
of embedded compression architectures and their impacts
on security. In this paper, we analyze the complexity of
side-channel attacking on designs with embedded decom-
pression and compaction circuit. We first present a possible
attacking strategy and perform analysis on the complexity
of attacking circuits with EDT architecture. We then extend
the probabilistic analysis to the more general compaction
schemes using distance coding. We show that successful at-
tacking of designs with embedded decompressor and com-
pactor is extremely difficult. The complexity is much higher
than the results shown in prior work assuming no decom-
pression and compaction. It indicates that the use of embed-
ded compression architectures can achieve higher security
level.

1 Introduction

Security has been a major concern in many applications.
Hostile attacks can be launched using either software or
hardware measures [6]. Attacking security ICs such as en-
cryption/decryption chips is usually done through hardware
measures, which can be either physical or side-channel at-
tack. Physical attack is expensive because it needs spe-
cific equipments and intensive efforts such as de-packaging,
probing or even reverse engineering. Side-channel attack
doesn’t require the targeted device to be physically opened,
hence can be mounted easily.

Various side-channel attack techniques have been pro-
posed [7] through the use of differential fault, power, tim-
ing analysis. Many of these works rely purely on functional
mode analysis. Scan-based DFT has provided observabil-
ity and controllability to registers for improved testabil-
ity. However, it also provides back door to possible side-
channel attacking [3]. Attackers can retrieve security infor-
mation by switching the chip between test mode and func-
tional mode, and unloading the scan data.
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Several approaches have been proposed as possible
means of side-channel attack through DFT hardware and
resisting solutions are discussed [2, 8, 9, 16, 17]. How-
ever, prior work has neglected the existence of on-chip
decompression/compaction circuit and its impact on secu-
rity. Such circuitry is widely incorporated in today’s com-
plex designs to reduce test data volume and ATE channels,
such as Embedded Deterministic Testing (EDT) [14]. Since
these circuits are usually embedded within the design dur-
ing test synthesis, it is difficult for the attackers to bypass
them and access the scan chains directly. In addition, users
can choose not to provide any bypass mode, which ren-
ders the scan-based attacking more difficult. Prior work
illustrated that using EDT, test quality and diagnosis reso-
lution in compression mode are almost as good as in bypass
mode [1, 4, 14]. As a result, without bypass mode, scan-
based attacking is difficult, while the test/diagnosis/debug
capabilities are not compromised.

In this paper, we analyze the complexity of scan-
based side-channel attack in the presence of decompres-
sion/compaction circuit. We present an attacking strategy
on designs with EDT architecture and we perform analysis
on the complexity of such attack. We then extend the anal-
ysis to more general decompression/compaction schemes
using distance coding. In both cases, we show that scan-
based attacking of such designs is much more difficult than
what is reported in prior work assuming no decompres-
sion/compaction circuit.

The rest of the paper is organized as follows. Section 2
lists some related prior work on side-channel attacking.
Section 3 discusses the attacking complexity in the presence
of EDT architecture. In Section 4, we extend the discussion
to general decompression/compaction using distance cod-
ing. Section 5 concludes this paper.

2 Related Work

Early side-channel attack techniques have been based on
analyzing the chip’s functional characteristics for retrieving
security information [7]. However, such functional mode
analysis provides limited information and is easy to be pre-



vented through enhanced secure design with certain over-
head. Extensive secure enhancement can be performed on
the entire design flow for increased attacking complexity,
but also leads to significant overhead [15].

Scan-based design has provided improved controllabil-
ity and observability to the memory elements, but can also
be used as a side-channel for attacking. Attacks can target
the vulnerability induced by either observability (e.g. by
probing scan-enable and scan-out signals) or controllability
(e.g. by hacking scan-control circuit) [3]. Specific attack-
ing strategies targeting encryption chips with scan-design
are proposed for Data Encryption Standard (DES) [17] and
Advanced Encryption Standard (AES) [16]. By switching
the chip between functional mode and test mode, secret key
information can be scanned out or calculated.

Traditional countermeasures against scan-based attacks
are usually based on the use of fuses in test circuit. Af-
ter production test, these fuses are permanently blown out,
hence accessing the test circuit is impossible. However,
these approaches not only need design modification, but
also render in-field test and debug impossible [3]. Recently,
modified secure scan architectures have been proposed as an
alternative [2, 3, 8,9, 11]. These approaches are designed to
counter attacks on either controllability by protecting scan
control logic, or observability by protecting the scan chains.
As pointed in a panel [5], test compression logic can be
modified to prevent the extraction and reverse-engineering
of a design’s IP. In this paper, however, we illustrate that
even without any modification, the existing test compres-
sion technologies are good enough to resist side-channel at-
tack.

One basic approach is to prevent the chip from being
switched between functional mode and test mode, such that
secure information captured in functional mode can not be
scanned out in test mode [2]. Scan control logic can also be
hardened by extra protection logic [2]. On the other hand,
scan chains can be protected by inserting extra hardware
and secure keys [3, 8, 9]. A secure key can be embedded
either in test control protocol or scan data, and identified by
a verification circuit before scan operation. If verification is
successful, normal scan will follow; otherwise, the scan-out
data will be scrambled or encrypted.

3 Attacking Scan-Based Design with Decom-
pression/Compaction Circuits
3.1 Preliminaries

None of the prior work has considered the widely
adopted decompression/compaction circuit. They usually
assume the scan-in and scan-out ports are directly accessi-
ble, which is not true in the existence of on-chip decom-
pressor and compactor. These circuits are usually inserted
during test synthesis and cannot be easily extracted from the
rest of the design. Scan-in and scan-out are now hiding be-
hind the decompressor and compactor, as shown in Fig 1.
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Figure 1. Attacking access points without (a) and with
(b) decompressor/compactor.
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Figure 2. EDT architecture.

The observability is also significantly compromised due to
the high compression and compaction ratio, since only a
small number of ATE channels are now available for obser-
vation. As a result, the existence of such circuit can sub-
stantially increase the difficulty of scan-based side-channel
attacks.

In order to make our discussion more focused, we will
hereinafter base our analysis on the strategies proposed for
attacking DES [17] and AES [16] designs, which assume
that one or more secret keys are the target of attack. Either
the secret key registers or other critical registers, based on
which the key can be inferred, are included in scan chains.
We refer to these registers as key registers. We also as-
sume that scan control logic is not protected so attackers can
switch the chip between functional mode and test mode. Al-
though these methods are for specific encryption algorithms
such as DES and AES, they represent typical applications
of side-channel attacks and the strategies can be easily ex-
tended to other secure designs. For the sake of succinctness,
we neglect the details of these attacking methods, which are
available in [16, 17].

In this section we also assume the designs use EDT
methodology [14], because it represents a generic form of
decompression/compaction mechanism. Fig 2 illustrates
EDT architecture. The decompressor consists of ring gener-
ator and phase shifter, while the compactor contains mask-
ing logic and XOR tree. Note that our analysis does not
rely on the implementation details of EDT, hence it is also
suitable for other similar decompression/compaction archi-



tectures.

The prerequisite for scan-based attacks is to find what
scan cells correspond to bits in the key registers. Based on
specific applications, the exact correspondence between a
bit in the key register and its position in scan chains may
or may not be needed [16, 17]. Subsequent steps are then
needed for the success of attacking. In this paper, we base
our analysis on the complexity of identifying key register
bits in the scan chains. Note that this is the bottom line for
a successful attacking. A high complexity (or low success-
ful probability) of this step indicates either the effort for a
successful attack is gigantic or it is virtually impossible.

3.2 Attack without EDT Circuit

Identification of key registers without decompres-
sion/compaction circuit is rather straightforward [16, 17].
In attacking DES algorithm [17], one bit change in plain
text input results in a single bit change in the key register.
Hence identifying an IN-bit register requires only N rounds
of the following operations: (1) use a plain text as input, run
a predetermined number of cycles in functional mode; (2)
unload scan chains in test mode; (3) input a plain text dif-
ferent from the last one in only 1 bit, run the same number
of functional clocks; (4) unload scan chains in test mode
again; (5) compare the two scan-out streams, the changed
bit is a key register bit.

In attacking AES algorithm [16], one bit change in plain
text input results in multiple changes in the key registers.
The goal is to make each bit in key registers to change
(i.e., identified) at least once after k rounds of attempt.
Without loss of generality, we can assume that in a sin-
gle round, the probability that a bit cannot be changed is
1/2. Then after k rounds, the probability that a certain bit
is still not identified is (3)*. It is then easy to see that af-
ter k rounds, the probability P that all N bits are identified
is P = (1— (3)")N. Obviously, as k increases, P will
quickly approach to 1. This corroborates the result reported
in [16]: for N = 32, on average only 6 rounds are needed to
identify all bits. Therefore, identifying key registers without
decompression/compaction circuit is rather easy.

3.3 Attack with EDT Circuit

The compactor usually provides a masking circuit to
handle *X’s, such as EDT shown in Fig 2. It is set when
a test pattern is scanned in. Since it is hard to be extracted
through reverse engineering and can be protected by var-
ious means [2], here we assume the attackers don’t know
the exact design of decompressor and compactor, and the
BYPASS is not provided in the design. As a result, they
cannot load desired data into scan chains, cannot set a spe-
cific pattern in the mask registers and do not know the exact
scan-out values before compaction. However, they know
the general architectures of the EDT circuit and the encryp-
tion algorithm, and can switch the chip between test and
functional modes.

Procedure Key_register EDT
1. While not all bits identified
2. Current bit targeted = 7;
3. Foreachj,1<j<N

4. Test mode: scan in initialization pattern p;;

5. Functional mode: input a plain text and run required number of
cycles;

6. Test mode: scan out response and scan in p;;

7. Functional mode: input another plain text with 1-bit difference;

8. Test mode: scan out response and compare;

9.  Find initialization pattern set C'1;
10.  Repeat 3-8 using C'; as initialization pattern set and change a dif-
ferent bit of input in functional mode;
11.  Find initialization pattern set C'a, bit ¢ identified.
Figure 3. Attacking procedure for identifying key regis-
ters.

The masking circuit in EDT can selectively scan out the
content of a single scan chain, or all scan chains simul-
taneously, through a one-hot encoder. Since the attackers
cannot specifically set the mask registers, they don’t know
whether the current scan-out comes from one scan chain
or all scan chains, or whether the masking register is prop-
erly set. Moreover, they don’t know from which scan chain
the data is scanned out. Therefore, under these realistic as-
sumptions, the attackers cannot map the scan chain contents
to key registers in a deterministic manner. Statistical meth-
ods have to be used.

Here we propose a possible attacking approach with
EDT circuit. As mentioned earlier, we only attempt to iden-
tify the key register bits in scan chains, subsequent steps
are omitted for simplicity. Let us assume there are a total
of S scan chains and the mask register has r bits, where
2" > S in general. For simplicity, we also assume the DES
algorithm is targeted, hence 1 bit change in a plain text in-
put can lead to 1 bit change in the key registers [17]. The
attacking procedure is shown in Fig 3.

The procedure attempts to target each bit in the key regis-
ters until all of them can be identified, as indicated in Lines
1 and 2. In Line 4, we set the chip in test mode and scan in
an initialization pattern p. Since we don’t know the specific
design of the decompressor and masking circuit, the scan
chain content after scan-in and the content in masking reg-
ister are unknown. Hence any random pattern can be used.

Next in Line 5, we switch the chip to functional mode
and apply a plain text input, then start the normal execu-
tion for a predetermined number of cycles until the key reg-
isters receive intermediate results. If a reset is needed to
start functional mode, we assume the mask register won’t
be cleared.

In Line 6, we switch back to test mode and perform scan-
out. Meanwhile, scan in the same pattern as in Line 4. This
is to guarantee that the mask register is set to the same value.

In Line 7, we switch to functional mode and apply a plain
text input which is different from the first input by only 1 bit.
Run the same number of cycles such that the 1-bit change
will be captured in the key registers.



Finally in Line 8, we switch it back to test mode and
perform scan-out.

Since the initial states of the two functional mode execu-
tions in Lines 5 and 7 are identical except for 1-bit change
of input, the scan chain contents in these two steps will have
only 1-bit difference, corresponding to a bit in the key regis-
ters. In order to observe this bit after compaction, the mask-
ing register has to contain an initialization pattern (the same
pattern in the two steps) that selects only the scan chain con-
taining this bit for scan-out.

However, we do not know what pattern has been set
in the masking register since the initialization pattern p is
scrambled by the decompressor. It is easy to see the proba-
bility that a single scan chain is selected for scan-out is 1/2"
(based on the one-hot encoder used in EDT). The probabil-
ity that all scan chains are selected is 2;5 . In Line 3, the
above steps are repeated for a number of N times, each run
with a different initialization pattern p; (hence will likely
result in different masking register contents). The average
number of times that we can detect the 1-bit change after
the compactor should be close to Ny = N 2;:5 . We record
this set of random initialization patterns as C in Line 9.

Note that there are two types of patterns in C: those that
can uniquely select a single scan chain for scan-out denoted
by C5, and those that can select all scan chains C7\Cs. If
we can distinguish these two types, we can obtain a set of
initialization patterns that can uniquely select a specific sin-
gle scan chain for scan-out, which contains the changed bit
in the key registers. And we have full observation of that
bit. This way, each bit of the key registers can be eventually
associated with a unique set of initialization patterns. In the
subsequent attacking procedures as proposed in [16, 17],
applying one such pattern will allow us to observe one bit
in the key registers. Hence the whole key registers become
observable.

In order to distinguish the two types of patterns in C1,
we repeat the steps from Line 4 to Line 8 for N; times,
with the initialization patterns from C7, and in functional
mode we change a different bit of the plain text input. If the
corresponding bit change in the key registers happens to be
in the same scan chain with the targeted bit ¢, then they can
be both identified if we can uniquely select that scan chain.
So we can proceed to select another plain text input bit to
change.

If the plain text input bit we select to change leads to a
bit change in the key register, which is not in the same scan
chain with the targeted bit ¢, then the initialization pattern
set Co that can uniquely select the scan chain cannot de-
tect this change. Hence we can easily find C by observing
the scan-out after compaction. As a result, we can use any
pattern in C to initialize the chip and the key register con-
tents in a specific scan chain can be observed. From Line
4 to 8, it can be seen that determining the position of a tar-

get bit in a specific scan chain is trivial: we simply observe
the compacted stream and find the changed bit. Therefore,
using this method we can successfully identify all key reg-
ister bits by associating each bit with a set of initialization
patterns. However, it needs repetitive scan-in and scan-out
operations, hence much more efforts than the cases without
decompression/compaction circuit [16, 17].

We also note that if resetting the chip will also reset
the masking register, a more complex procedure is needed,
which is not presented here due to the lack of space. It then
follows that we can resist this kind of attack by protecting
the masking circuit. Moreover, the attacker can also use this
method to infer the number of scan chains .S.

3.4 Statistical Analysis

The above procedure shows only one potential attacking
method, other similar means are also possible. However,
they all need a number of trial runs for the attackers to be
confident about the results.

Note that initially the attackers don’t know masking reg-
ister length r, the number of scan chains S and the maxi-
mum scan chain length. In order to be confident that a bit
change observed at the scan-out after compaction is because
a unique scan chain is indeed selected, not because all scan
chains are selected, nor some exceptions (e.g. the mask reg-
ister is never properly set), a number IV of runs is required.
In the ideal case, the attackers will be most confident about
his result when the size of C5 for uniquely selecting every
scan chain is approximately 2ﬂr

This confident level can be evaluated using statistical
analysis. Let X be the random variable representing the
result of each trial run. If a specific scan chain ¢ is se-
lected X; = 1, otherwise X; = 0. From Central Limit
Theorem, for NV trial runs, if the mean of the N samples
{X1,Xs,... Xy} is X, then X follows normal distribu-
tion N (u, JLN) Note that X is simply the size of Cy di-
vided by N, which in the ideal case should equal 1/2".
u and o can be expressed as u = 1/2", 0 = % if
the attackers are confident about their approaches. Oth-
erwise, ths:\?/ can be calculated from observed samples as
n= % Zi=1 X, 0= ﬁ Zivz1(Xz - N)z-

The confidence level in normal distribution can then be
calculated using its confidence interval, which represents
the percentage of sample means that lies within certain stan-
dard deviations. The confidence interval can be obtained
by X + z, /gﬁ. Fig 4 shows the confidence interval of
99% with o = 0.01,2,/2 = 2.576. It means that if we
take a large number of sample trials, 99% of the time, the

_g_

unknown population mean is between X — 2.576 N and
X+ 2'576\/_ﬁ' .

In the attacking problem, the confidence level can be
elaborated as: the attackers want their observed value of X
be as close as possible to the theoretical value of 1/2", be-
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Figure 4. Confidence interval of 99% confidence.

cause that way they will be most confident about the results.
E.g., if the attackers want that for a probability of 99%, X is
deviated from 1/2" by no more than 5%, then the require-
ment for confidence interval is: 2.576\/% < 5%p. E.g. if
r =8, then N > 2600.

Since the attackers don’t know the length of masking
register r, they have to be pessimistic to gain high confi-
dence level. 7 is directly related to compaction ratio (the
number of scan chains to the number of ATE channels).
Usually each output channel is associated with an XOR
compactor and a masking register, hence we can view the
compaction ratio as the number of scan chains. In modern
compaction methodologies such as EDT, the compaction ra-
tio can be in the order of 1000, so r > 10.

In practice, in order to be more confident, the samples
of X = 1 cannot be too low. If for 1000 trials, only 1-
2 times a single scan chain is selected, then its reliability
will be questionable. E.g. if the attackers need X > 10,
then N > 10/ 2% > 10000. If the targeted key registers
have 32 bits, then in the worst case the attackers need to run
the scan and functional operations from Line 4 to Line 8 of
Fig 3 for 320,000 times. This is much more difficult than
the effort reported in earlier work assuming no decompres-
sor/compactor [16, 17]. Considering other extra overhead,
e.g. the scan-in patterns in C'y may need to be reloaded to
ATE each time, this attack requires significant effort and
time and can be virtually impossible in practice.

For algorithms like AES, one bit flipping in input can
cause avalanche effect in key register and multiple scan cells
will change. In this case, success of the above attacking
strategy is also possible but needs much more effort. We
omit the procedure here. We can then conclude that attack-
ing designs with decompressor/compactor, such as EDT,
is extremely difficult. And such attack can be easily pre-
vented, e.g., by protecting the masking circuit in EDT.

4 Analysis with Compaction using Distance
Coding

4.1 Preliminaries

We now extend our discussion to a more general situ-
ation, where we assume any decompression mechanism is
possible and the compactor is based on a generic distance
coding. Even more general, we assume that 1 bit change in
the plain text input may cause multiple scan cells to change.
Note that the key to a successful attack is to identify the
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Figure 5. Comnaction based on distance coding

Figure 6. Condition for recovering positions of *I’s.

changing scan cells from the compacted scan output. Hence
here we focus on the safety of compactor.

Various compaction schemes based on different coding
mechanisms are proposed [10, 13], and many are based on
distance coding. Following the basic strategy introduced in
Section 3, if the number of scan cell changes in each scan-
out cycle exceeds the tolerance of the coding, the changes
(key register bits) cannot be correctly identified.

The compaction can be abstracted as shown in Fig 5.
Scan-out data in one scan clock can contain *1’ (scan cell is
changed), 0’ (scan cell no change) or *X’. The compactor
can be viewed as a parity checking matrix. Each scan-out
data block is multiplied by the matrix (compacted) to pro-
duce a check word (compaction result). For successful at-
tacking, the attackers have to recover the positions of all
’1’s in the scan-out data from the check word. Only ’1’s are
important because the key register bits cannot be *X’. How-
ever, the existence of *X’s can compromise the capability of
recovering all *1’s [10, 12].

For a distance code Cp that has a distance of D between
any code words, let the number of bit changes (’1’s) and the
number of ’X’s in one scan-out cycle be e and z, respec-
tively. Then the condition for recovering the positions of all
1’'sis D > 2e+x+1[12]. If 2e+x+1> D > e+x+1,
then the attackers know there is one or more bit changes
in this scan-out cycle but cannot determine their positions.
In fact, the XOR tree used in EDT is a distance-2 coding
and it is impossible to recover all *1’s if all scan chains are
selected for scan-out. Hence it achieves best security.

The condition is depicted in Fig 6. The center of each
circle represents a codeword. Radius of the circle represents
the extension of codewords due to bit flipping. In order
for attackers to distinguish a codeword from all others, the
distance between any two circles has to be greater than x.

4.2 Success Rate of Attack

We now give a quantitative analysis on the probability
that an attack can be successful, with the existence of a com-
pactor based on distance coding. Let the number of scan
chains be n, the average length of scan chains be [ (assum-
ing balanced scan chains), and the probability that a scan



cell can contain an *X’ be Px, respectively.

If one-bit change of plain text input can cause a total of &/
scan cells to change in all the scan chains, then the average
probability that a scan cell can be changed is approximately
Py = % For attacking DES chip, £ = 1; for attacking
AES chip, E > 1 and on average E = R/2, where R is the
total length of key registers.

Attacking will be applied in each scan-out cycle, and the
number of bits before compaction is n. If in all n bits,
there are j bits of *X’s, then a successful attack will need
the number of changes ("1’s) to be ¢ < L%J The
probability that all 1’s can be recovered is correspondingly

D—j—1 . . .
iL:OQ J ("77)PEL(1 — Px — Pg)"~9~". However, we

notice that the number of *X’s j can also vary from 0 to
D — 1. Therefore, the probability Pc that all *1’s can be
recovered in a single scan-out cycle is:

_ D—-1 (n J n—j LD}"“J n—j

PC—Ej:O (j)PX<1_PX) ]Ei:O (z)

PL(1— Px — Pg)" 774,

Finally, the probability that all changed bits in all scan-
out cycles can be successfully identified is approximately
P=PL.

In Fig 7, we show the values of P v.s. small values of Px
given typical design parameters n = 128, = 128, D = 4.
We show results for DES (E' = 1) and AES (E = 16). It
can be seen that for Px > 3 x 10™%, the success probability
is almost 0. In practice, the percentage of *X’s is typically
much higher than the order of 10~%. Therefore, success rate
is extremely low.

Note that this expression is also related to compaction
ratio. This is because compaction ratio determines the par-
ity checking matrix, and hence the value of D. In practice,
large D can never be used due to the excessive hardware
overhead on compactor. As a result, for a practical com-
pactor design and typical percentage of *X’s, it is virtually
impossible to attack the key registers.

S5 Conclusions
In this paper, the complexity of scan-based side-

channel attack on designs with embedded decompres-
sion/compaction circuit is analyzed. We have presented a
possible attacking strategy targeting designs using EDT ar-
chitecture. We have performed statistical and probabilistic
analysis and shown such attacks require significant effort.
We have extended the analysis to the more general com-
paction schemes using distance coding. In both cases, we
have shown that the complexity of attacking designs with
embedded decompressor/compactor is much higher than the
results shown in prior work, which did not consider decom-
pressor and compactor. Such a high complexity renders
scan-based side-channel attacks extremely difficult, or im-
possible in practice. It indicates that the use of embedded
decompression/compaction architecture leads to higher se-
curity level.

n=128
=128
D=4

Figure 7. Probability of successful attack with compactor.
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